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About Multisoft

Train yourself with the best and develop valuable in-demand skills with Multisoft Systems.
A leading certification training provider, Multisoft collaborates with top technologies to
bring world-class one-on-one and certification trainings. With the goal to empower
professionals and business across the globe, we offer more than 1500 training courses,
which are delivered by Multisoft's global subject matter experts. We offer tailored
corporate training; project Based Training, comprehensive learning solution with lifetime
e-learning access, after training support and globally recognized training certificates.

About Course

|dentity and Access Management (IAM) is a critical aspect of modern enterprise security,
ensuring that the right individuals access the right resources at the right time. The
|dentity and Access Management — Azure Active Directory (Azure AD) Training by
Multisoft Systems is designed to equip IT professionals, administrators, and security
practitioners with the knowledge and practical skills needed to manage enterprise
identities and safeguard digital assets effectively.
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Topics

v Introduction

v' What is Identity and access Management — High level
v" AAD Features and Benefits
v" Azure AD Vs on Premise Active Directory
v" Understand Azure Active Directory — Lab Activity
v" Managing Azure AD with PowerShell — Lab Activity
v All About Azure AD Groups — Lab Activity
v" Managing Azure AD Groups with PowerShell — Lab Activity
v" What is Multi Factor Authentication
v" Azure Multi Factor Authentication — Lab Activity
v Authentication methods
v' Types of Azure AD Users
v Self Service Options in Azure AD
v Azure AD Editions

v" Azure AD Domain Join
v Azure AD Connect

v" Azure AD connect Health

v' Azure AD B2B

v' Azure AD B2C

v" Monitoring azure AD

v Azure Enterprise Applications

v Authentication and Authorization — Introduction
v Authentication Authorization and Protocols

v' Azure AD Authentication Options

v ldentity Delegation

v' APl Management and API Keys

v Single Sign On

v Configuring SSO — LAB

v" Managed Identities
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Azure key vault

OpenlID Oauth?2 Lab

|dentity Security and risk Management
Azure AD identity protection

Conditional access

Azure AD PIM

Azure AD Password Protection

Azure AD Licensing

Monitoring for Identity and Security — Intro

Monitoring azure AD
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Monitoring in PIM and Azure and identity protection
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